(19) 



J 



(12) 



(43) Date of publication: 

07.01.1998 Bulletin 1998/02 

(21) Application number: 97110672.9 

(22) Date of filing: 30.06.1997 



Europaisches Paterrtamt 
European Patent Office 
Office europ^en des brevets (11) EP 0 81 7 457 A2 

EUROPEAN PATENT APPLICATION 

(51) Int. a 6 : H04M 11/00 



(84) Designated Contracting States: 


(72) Inventor: Lei pow, Robert Bernard 


AT BE CH DE DK ES Fl FR GB GR IE IT LU MC NL 


Milburri, N.J. 07041 (US) 


PTSE 




(74) Representative: 


(30) Priority: 02.07.1996 US 673865 


KUHNEN, WACKER & PARTNER 


(71) Applicant: AT&T Corp. 


Aioi s-Stei necker-Strasse 22 


85354 Freising (DE) 


New York, NY 10013-2412 (US) 



(54) Anonymous voice communication 

(57) The invention provides a trusted agent for 
anonymous voice communication using telephones. 
The trusted agent includes an access network commu- 
nications unit, a memory device and a voice bridge 
processor coupled to the memory device and the 
access network communications unit The voice bridge 
processor receives information through the access net- 
work communications unit from at least one user and 
connects the at least one user to a telephone network 
for anonymous voice communication. The voice bridge 
processor displays to the at least one user a display 
panel prompting the at least one user to enter a tele- 
phone number and an identification. The voice bridge 
processor searches the memory device for an entry cor- 
responding to the identification entered by the at least 
one user. If the entry corresponding to the identification 
is found, then the voice bridge processor connects the 
at least one user with another user identified with the 
identification entered by the at least one user. If the 
identification entered by the at least one user is not 
found, the voice bridge processor creates an entry in 
the memory device corresponding to the at least one 
user. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Held of the Invention 

This invention relates to a method and apparatus 
for providing anonymous telephone communication. 

2. Description of Related Art 

Current computer network communications permit 
users to communicate with one another anonymously. 
For example, on-line service providers allow users to 
connect their personal computer (PCs) together and 
anonymously communicate with one another. On-line 
service users can elect to enter different Virtual rooms" 
which are places in which users can connect to within 
an on-line service in order to communicate with other 
users who have done the same. On-line service fea- 
tures such as text "chat" take place in these virtual 
rooms where users can send text to one another. On- 
line service virtuaJ rooms are also known as "multi-user 
dungeons" or MUDs. 

The users chatting in these virtual rooms identify 
each other by an ID such as "BOB44" that is arbitrarily 
assigned by each user. Thus, while messages between 
users may be identified by the ID, no other identification 
is accessible to any of the users. Hence, all the users in 
a virtual room remain anonymous while participating in 
meaningful communication. 

Current technology does not provide anonymous 
communication beyond text messages such as 
described above. If two users in a virtual room desire to 
increase the level of their communications beyond text 
messages, they must choose to reveal their real identi- 
ties or actual telephone numbers and use other commu- 
nication methods such as calling each other over the 
telephone network or meeting each other face to face. 
However, these methods force the communicating par- 
ties to lose their anonymity. Thus, there is a need to pro- 
vide anonymous communications beyond text 
messages currently available via on-line services and 
the Internet. 

SUMMARY QF THE INVENTION 

The invention provides for anonymous voice com- 
munications using telephones through a trusted agent 
The trusted agent includes a network communications 
unit, a memory device and a voice bridge processor. 
The voice bridge processor is coupled to the network 
communications unit and the memory device and 
receives information through the network communica- 
tions unit for at least one user and connects the at least 
one user to a communications network for the anony- 
mous voice communication. 

The voice bridge processor displays to the at least 



one user a display panel prompting the at least one user 
to enter a telephone number and an identification of an 
anonymous voice communication partner. After receiv- 
ing the telephone number of the at least one user and 

5 the identification of the anonymous voice communica- 
tion partner, the voice bridge processor reads the iden- 
tification of the at least one user and searches the 
memory device for an entry corresponding to the identi- 
fication of the anonymous voice communication partner 

w that also identifies the identification of the at least one 
user as an anonymous voice communication partner. 

rf the entry corresponding to the identification of the 
anonymous voice communication partner is found in the 
memory device, then the voice bridge processor con- 

is nects the at least one user with the anonymous voice 
communication partner over the communications net- 
work. If the entry corresponding to the anonymous voice 
communication partner is not found, then the voice 
bridge processor creates an entry in the memory device 

20 corresponding to the at least one user. The entry con- 
tains at least the telephone number of the at least one 
user, the identification of the at least one user and the 
identification of the anonymous voice communication 
partner. 

25 If the identification entered by the at least one user 
is a voice room name, the voice bridge processor 
searches the memory device for an entry corresponding 
to the voice room name. If the entry corresponding to 
the voice room name is found, then the voice bridge 

30 processor connects the at least one user to a voice con- 
ference corresponding to the voice room name over the 
communications network, ff the entry corresponding to 
the voice room name is not found, then the voice bridge 
processor initiates a voice conference corresponding to 

35 the voice room name, connects the at least one user to 
the voice conference and creates an entry in the mem- 
ory device corresponding to the voice room name that 
includes information which identifies the corresponding 
voice conference. 

40 The invention also provides a method for anony- 
mous voice communication using telephones. The 
method includes receiving information from at least one 
user through a network communications unit and con- 
necting the at least one user to a communications net- 

45 work for the anonymous voice communication. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is described in detail with reference to 
so the following drawings, wherein like numerals represent 
like elements: 

Fig. 1 is a block diagram of two users communicat- 
ing over a computer network; 
55 Fig. 2 is a block diagram of a on-line service pro- 
vider system; 

Fig. 3 is a block diagram of a voice bridge unit; 
Rgs. 4A-4B are diagrams of a display panel for 
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users that decide to engage in anonymous voice 
communication; 

Fig. 5 is a process of a voice bridge processor that 
provides anonymous voice communication; 
Figs. 6A-6B are diagrams of a display panel for s 
anonymous voice conference communication; and 
Fig. 7 is a process of the voice bridge processor 
that provides anonymous voice conference com- 
munication. 

10 

DETAILED DESCRIPTION QF PREFERRED EMBOD- 
IMENTS 

The invention provides an apparatus and method 
for users to communicate anonymously by voice. The is 
apparatus may be implemented by using hardware units 
such as application specific integrated circuits (ASICs) 
or by programs executed in a processor. The apparatus 
performs the role of a trusted agent where each party 
desiring anonymous communication entrust their per- 20 
sonal identification such as a telephone number to the 
trusted agent. The trusted agent connects the anony- 
mous parties to one another via voice communication, 
using their telephone numbers, without revealing to the 
participating parties the telephone numbers used, thus 25 
preserving anonymity. 

Potential anonymous voice communicating parties 
may "meet" one another through available methods 
such as on-line "chat" rooms (MUDs) or through a com- 
mon on-line friend. The parties may obtain the on-line 30 
ID's of the partners to whom they may want to commu- 
nicate through the above conventional methods. They 
can then communicate anonymously via the trusted 
agent by voice over a voice communication network 
such as a telephone network using telephone stations. 35 
The anonymity of parties over voice telephone, may be 
useful for counseling (e.g. AIDS, 12-step or initial legal 
counseling), social (meet new people), or entertainment 
(hotline, psychic). 

Figure 1 shows users 102 and 104 communicating 40 
over an access network 100. Users 102 and 104 may be 
communicating directly with one another, however, 
direct communication between users 102 and 104 can 
only be accomplished if the users 102 and 104 are 
aware of each other's existence and know how to con- 45 
tact each other. To facilitate a mutual awareness of the 
users 102 and 104, databases such as user ID data- 
base 108 have been improved to provide features such 
as bulletin boards where users 102 and 104 may post 
their ID'S for other users 102 and 104 to contact them. so 

On-line service provider systems, such as on-line 
service provider 106, provide further improvements 
over bulletin board systems by offering subscribing 
users 102 and 104 very convenient services such as 
"chat" discussed above so that subscribers gain ready 55 
access to other subscribers that share similar interests. 
A preferred embodiment of the invention is described 
below in the context of an on-line service, but the inven- 



tion may be implemented in any communications con- 
text 

Figure 2 is a block diagram of the on-line service 
provider system 106 that includes an on-line service 
processor 208 and a memory 206. The on-line service 
processor 208 executes programs that control an 
access network communication unit 204 and an anony- 
mous voice bridge management unit 210. The access 
network communication unit 204 communicates with 
the access network 100 through signal line 212. The on- 
line service processor 208 communicates with the 
memory 206, the access network communication unit 
204 and the anonymous voice bridge management unit 
210 through signal line 202. 

When a subscriber such as a user 102 logs in to the 
on-line service provider system 106, the on-line service 
processor 208 communicates with the user 102 com- 
municating (via a personal computer for example) 
through the access network communication unit 204. 
Programs in the personal computer of the user 102 
communicate with the programs executing in the on-line 
service processor 208 to display information on the per- 
sonal computer screen and to receive information from 
the user 102 generated either by the user 102 through 
the keyboard or by automatic functions of the programs 
executing in the personal computer of the user 102. 

If the user 102 decides to engage in anonymous 
voice communication by explicitly reguesting such a 
service, the on-line service processor 208 transfers the 
user 102 to the anonymous voice bridge management 
unit 210 which takes on the role of a trusted agent. The 
anonymous voice bridge management unit 210 
assumes control of the interaction with the user 1 02 and 
proceeds to query and receive information from the user 
102 for the anonymous voice communication. 

Figure 3 is a block diagram of the anonymous voice 
bridge management unit 210 that includes a voice 
bridge processor 308. a voice bridge memory 306, a 
control/data interface 304 and a telephone network 
interface 310. All the above anonymous voice bridge 
management unit 210 components are interconnected 
by signal line 302. The control/data interface 304 con- 
nects the signal line 302 with the signal line 202 for 
communication with the on-line service processor 208 
and the access network communication unit 204. The 
voice bridge processor 308 communicates with the 
user's personal computer through the control/data inter- 
face 304 and the access network communication unit 
204 which is connected to the user's personal computer 
through the access network 100. 

The telephone network interface 310 provides com- 
munication between the voice bridge processor 308 and 
a voice communications network connected through 
signal line 312. The access network may include net- 
works such as the voice communications network or a 
data network. 

When a user 102 decides to engage in anonymous 
voice communication, the voice bridge processor 308 
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displays on the user's personal computer screen, for 
example, a display panel such as shown in Fig. 4A. In 
Fig. 4A, the display panel 402 includes four display 
areas 404. 406. 408 and 410. In the display area 404. 
the user is prompted to enter a telephone number that 5 
the user 102 desires to use for the anonymous voice 
communication. In the display area 406, the user is 
prompted to enter the ID of the other party with whom 
the user desires to talk to anonymously. The display 
area 408, displays "OK" and when selected, typically by 10 
a mouse click, indicates to the voice bridge processor 
308 that the information in the display areas 404 and 
406 is entered. The display area 410 displays "CAN- 
CEL" and when selected, indicates that the user 102 
wishes to cancel the anonymous voice communication 15 
feature. 

In Fig. 4B, the display panel 402 shows the informa- 
tion entered by the user 102 in the display areas 404 
and 406. "The display area 404 shows the telephone 
number "908-234*5789" as the telephone number that 20 
the user 102 wishes to use for the anonymous voice 
communication and the display area 406 contains the 
ID "BOB44" of the other party that the user 102 wishes 
to talk to anonymously. At this point, the user 102 may 
select "OK" in the display area 408 by either pointing 25 
and clicking with a mouse or using appropriate key 
strokes on a keyboard to indicate to the voice bridge 
processor 308 that the information in the display areas 
404 and 406 may be used to connect the user 102 with 
the other party. 30 

As multiple users 102 and 104 complete the 
respective panels 402, the voice bridge processor 308 
connects the parties via the telephone network interlace 
310, which may serve as a voice bridge or manage 
available telephone network features such as telephone 35 
voice conferencing. 

Usually only two users 102 and 104 would be 
involved. However, more than two users 102 and 104 
can participate. The following discussion assumes two 
users 102 and 104 unless otherwise indicated. 40 

The voice bridge processor 308 interacts with each 
of two users 102 and 104 according to the process 
shown in Fig. 5. In step S1000, the voice bridge proces- 
sor 308 displays the display panel 402 to the user 102 
and then goes to step S1002. In step S1002, the voice 45 
bridge processor 308 checks if the user 102 has 
selected OK in the display area 408 by clicking with a 
mouse, for example. If the user 102 has selected OK, 
then the voice bridge processor 308 goes to step 
S1 006. Otherwise, the voice bridge processor 308 goes so 
to step S1 004. 

In step S1004, the voice bridge processor 308 
checks if the user 102 has selected CANCEL in the dis- 
play area 410. If the user 102 has selected CANCEL, 
then the voice bridge processor 308 enters step S1026 55 
and ends the anonymous voice communication process 
and returns control to the on-line service processor 208. 
If the user 102 has not selected CANCEL, the voice 



bridge processor 308 returns to step S1002 and again 
checks rf the user 102 has selected OK in the display 
area 408. 

In step S1006, the voice bridge processor 308 
reads the user's telephone number entered in the dis- 
play area 404 and then goes to step S1008. In step 
S1008, the voice bridge processor 308 reads the ID of 
the user 102 which was stored in the memory 206 when 
the user 102 logged into the on-line service or when the 
user 102 selected the anonymous voice communication 
feature. Then the voice bridge processor 308 goes to 
step S1010. In step S1010, the voice bridge processor 
308 reads the ID of the other party (BOB44 for user 1 04 
for example) in the display area 406 and then goes to 
step S1012. After reading user 104's ID, the voice 
bridge processor 308 searches the voice bridge mem- 
ory 306 for an entry corresponding to the ID of the user 
104. Because user 102 and user 104 complete the 
required information in the respective display panels 
402 asynchronously, the voice bridge controller 308 
may receive the OK from one of the user's 102 and 104 
before receiving the OK from the other one of the user's 
102 and 104. Thus, in step S1012, the voice bridge 
processor 308 searches the voice bridge memory 306 
for an entry under user 104 s ID which indicates that 
user 102's ID is selected as an anonymous voice com- 
munication partner. 

In step S1014, if either an entry under user 104's ID 
is not found or rf found, the user 102's ID is not indicated 
as an anonymous voice communication partner (i.e. 
user 104 selected another user for an anonymous com- 
munication partner), the voice bridge processor 308 
goes to step S1019; otherwise, the voice bridge proces- 
sor 308 goes to step S1016. In step S1019, the voice 
bridge processor 308 searches the voice bridge mem- 
ory 306 for an entry under the user 102's ID which indi- 
cates that user 104's ID is selected as the anonymous 
voice communication partner and then goes to step 
S1021 . In step S1021 , if the above entry is found in the 
voice bridge memory 306, the voice bridge processor 
308 goes to step S1020; otherwise, the voice bridge 
processor 308 goes to step S1023. 

In step S1023. the voice bridge processor 308 cre- 
ates an entry under the user 102's ID in the voice bridge 
memory 306 and then goes to step S1020. The created 
entry indicates that the user 104's ID is selected as the 
anonymous voice communication partner and contains 
other information regarding the user 102 such as user 
102's telephone number. 

In step S1020, the voice bridge processor 308 warts 
for a preset amount of time. This preset amount of time 
accounts for a difference between the speed which 
users 102 and 104 can enter the required information 
through the respective display panels 402. Other differ- 
ences in time delay such as access network 100 delays, 
the processing loads of the on-line service processor 
208 and the processing loads of the voice bridge proc- 
essor 308 are also accounted for by the preset amount 
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of time. After the preset time has expired, the voice 
bridge processor 308 goes to step S1022. In step 
S1022, the voice bridge processor 308 increments a 
count and then goes to step S1024. In step S1024, the 
voice bridge processor 308 checks if the count has 5 
exceeded a maximum value. If the count has exceeded 
the maximum value, the voice bridge processor 308 
goes to step S1026 and ends the anonymous voice 
communication process and returns control to the on- 
line service processor 208. The maximum value is pre- w 
set based on system requirements. If the count has not 
exceeded the maximum value, the voice bridge proces- 
sor 308 returns to step S1012 and repeats the above 
process. 

In step S1 01 6, the voice bridge processor 308 is 
reads user 104's telephone number that is contained in 
the user 104's entry in the voice bridge memory 306 
and then goes to step S1018. In step S1017, the voice 
bridge processor 308 waits for a predetermined amount 
of time. This predetermined amount of time allows the 20 
users 102 and 104 that have connections to only one 
telephone line to logoff the computer network 100 and 
release their telephone line so that the telephone can be 
used for the anticipated anonymous voice communica- 
tion. This step is optional because the users 102 and 25 
104 may have two telephone fine connections and can 
voice communicate using one telephone line while con- 
nected to the access network 100 using the other tele- 
phone line. 

In step S1018, the voice bridge processor 308 30 
invokes a conference feature of the telephone network 
through the telephone network interface 310 and signal 
line 312. Telephone network components such as a pri- 
vate branch exchange (PBX) or the telephone network 
interface 310 rf so equipped dials the two telephone 35 
numbers and connects the two telephone numbers in a 
conference mode. After the conference feature of the 
telephone network has been successfully invoked, the 
voice bridge processor 308 goes to step S1026 and 
ends the anonymous voice communication process 40 
leaving the parties to communicate through the tele- 
phone network in a conference mode using telephone 
stations. Thus, neither party is informed of the other 
party's telephone number but the parties can communi- 
cate over the respective telephone stations connected 45 
in a conference mode. 

The voice bridge processor 308 can also connect 
more than two users 102 and 104 together for anony- 
mous voice conference communication in a voice room. 
The anonymous voice conference communication is so 
similar to chatting in a virtual room. The voice bridge 
processor 308 initiates a conference call when a first 
user 102 chooses to join an anonymous voice confer- 
ence communication and then adds additional users 
such as user 104 to the anonymous voice conference 55 
communication when the additional user 104 also 
enters the same voice room. 

When a first user 102 selects an anonymous voice 



conference communication, the voice bridge processor 
308 displays display panel 422 to the user 102 on a per- 
sonal computer display screen for example. In Fig. 6A, 
the display panel 422 contains similar display areas 
404, 408 and 410 as the display panel 402 for anony- 
mous voice communication between two users 102 and 
104. However, display area 426 prompts the user 102 to 
enter a voice room name. The voice room name is the 
name of the anonymous voice conference. When the 
anonymous voice conference is established, the voice 
bridge processor 308 adds the voice room name to a 
generally available list of voice room names so that 
other subscribers to the on-line service may view and 
enter the selected voice room. 

The user 102 enters the required information as 
shown in Fig. 6B. The user's telephone number "908- 
234-5789" and the voice room name "superbowl" are 
entered in the display areas 404 and 426, respectively. 
After the user selects OK in the display area 408, the 
voice bridge controller 308 processes the data and 
either initiates a telephone conference in a telephone 
network and adds the user 102 as the first conferee or 
simply adds the user 102 to an ongoing telephone con- 
ferenca All participating users 102 and 104 are anony- 
mous to each other. Thus, the telephone conference 
provides for anonymous voice conference communica- 
tion. 

Figure 7 shows a process of the voice bridge proc- 
essor 308 for the anonymous voice conference commu- 
nication feature. In step S2000, the voice bridge 
processor 308 displays to the user 1 02 the display panel 
422 and then goes to step S2002. In step S2002, the 
voice bridge processor 308 checks if the user 102 has 
selected OK by clicking with a mouse, for example. If the 
user selects OK, the voice bridge processor 308 goes to 
step S2006; otherwise, the voice bridge processor 308 
goes to step S2004. In step S2004, the voice bridge 
processor 308 checks if the user 102 has selected 
CANCEL to cancel the anonymous voice conference 
communication feature. If the user has selected CAN- 
CEL, the voice bridge processor 308 goes to step 
S2020 and ends the anonymous voice conference com- 
munication process; otherwise, the voice bridge proces- 
sor 308 returns to step S2002. 

In step S2006, the voice bridge processor 308 
reads the user 102 s telephone number and goes to 
step S2008. In step S2008, the voice bridge processor 
308 reads the user 102's ID and goes to step S2010. In 
step S2010, the voice bridge processor 308 reads the 
voice room name from the display area 426 and then 
goes to step S20 12. 

In step S2012, the voice bridge processor deter- 
mines whether the voice room name is in the voice 
bridge memory 306 (i.e., whether the voice room is on 
the list of on-going voice rooms). If the voice room name 
is in the voice bridge memory 306, the voice bridge 
processor 308 goes to step S2014; otherwise, the voice 
bridge processor 308 goes to step S2016. In step 
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S2014, the voice bridge processor 308 adds the user 
102 to an ongoing anonymous voice conference. The 
voice bridge processor 308 may delay a predetermined 
amount of time before adding the user 102 to the anon- 
ymous voice conference to allow the user 102 to discon- 
nect from the access network 100. Then, the voice 
bridge processor 308 goes to step S2020 and ends the 
anonymous voice conference communication process. 

In step S2016. the voice bridge processor 308 initi- 
ates a telephone conference in a telephone network 
and then connects the user 1 02 to the telephone confer- 
ence after delaying a predetermined amount of time to 
allow the user to disconnect from the access network 
100. Then, the voice bridge processor 308 goes to step 
S2018. In step S2018, the voice bridge processor 308 
creates an entry in the voice bridge memory 306 corre- 
sponding to the voice room name and associates with 
this entry all the necessary information for supporting 
the anonymous voice conference communication such 
as the identification of the telephone conference in the 
telephone network so that other users 104 may be 
added to the same anonymous voice conference. Then, 
the voice bridge processor 308 goes to step S2020 and 
ends the anonymous voice conference communication 
process. 

The voice bridge processor 308 may also imple- 
ment other necessary functions such as accounting 
schemes where the users 102 and 104 may select a 
method for paying for the anonymous voice communica- 
tion. For example, each of the users 102 and 104 may 
choose to pay for their portion of the anonymous voice 
communication costs or, the users 102 and 104 may 
subscribe to an anonymous voice communication serv- 
ice where a certain number of minutes is covered under 
a basic rate. 

The anonymous voice bridge management unit 210 
may be implemented using hardware components or as 
a program executing in the on-line service processor 
208 or as programs distrfouted over user's personal 
computers that are connected to each other over the 
access network 1 00 via modems. The hardware or pro- 
grams may display display panels 402, 422 or similar 
screens and achieve the role of a trusted agent. In the 
case where the trusted agent is a program executing in 
the user's personal computers, the telephone numbers 
of the parties may be represented in coded form, 
destroyed after use or used with available "Meet-Me" 
techniques commonly provided by telephone service 
providers for pagers to maintain anonymity. 

While this invention has been described in conjunc- 
tion with specific embodiments thereof, it is evident that 
many alternatives, modifications and variation will be 
apparent to those skilled in the art. Accordingly, pre- 
ferred embodiments of the invention as set forth herein 
are intended to be illustrative, not limiting. Various 
changes may be made without departing from the spirit 
and scope of the invention as defined in the following 
claims. 



Claims 

1 . A trusted agent that provides for anonymous voice 
communication using telephones, comprising: 

5 

a network communications unit; and 
a voice bridge processor coupled to the net- 
work communications unit, wherein the voice 
bridge processor receives information through 
10 the network communication unit from at least 

one user and connects the at least one user to 
a communications network for the anonymous 
voice communication. 

is 2. The trusted agent of claim 1, wherein the voice 
bridge processor communicates with the at least 
one user through the network communications unit 
and recaves from the at least one user a telephone 
number and an identification. 

20 

3. The trusted agent of claim 2, wherein the voice 
bridge processor displays to the at least one user a 
display panel prompting the at least one user to 
enter the telephone number and the identification. 

25 

4. The trusted agent of claim 2, further comprising: 

a memory device, wherein the identification is 
an identification of another user and identifies 

30 the another user as an anonymous voice com- 

munication partner, the voice bridge processor 
reading an identification of the at least one user 
and searching in the memory device for an 
entry corresponding to the identification of the 

35 another user that also identifies the identifica- 

tion of the at least one user as an anonymous 
voice communication partner. 

5. The trusted agent of claim 4, wherein if the entry 
40 corresponding to the identification of the another 

user is found in the memory device, then the voice 
bridge processor connects the at least one user 
with the another user over the communications net- 
work, the voice bridge processor connecting the at 
45 least one user with the another user using the tele- 
phone number of the at least one user and a tele- 
phone number of the another user contained in the 
entry corresponding to the identification of the 
another user. 

50 

6. The trusted agent of claim 5, wherein the voice 
bridge processor waits a preset time before con- 
necting the at least one user with the another user 
to allow the at least one user and the another user 

55 to make available telephone lines corresponding to 
the telephone numbers of the at least one user and 
the another user, respectively. 
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7. The trusted agent of claim 4, wherein if the entry 
corresponding to the another user is not found, then 
the voice bridge processor creates an entry in the 
memory device corresponding to the at least one 
user, the entry containing at least the telephone 5 
number of the at least one user, the identification of 
the at least one user and the identification of the 
another user as an anonymous voice communica- 
tion partner. 

10 

8. The trusted agent of claim 2. further comprising a 
memory device, wherein the identification is a voice 
room name, the voice bridge processor reading an 
identification of the at least one user and searching 

in the memory device for an entry corresponding to 15 
the voice room name. 

9. The trusted agent of claim 8, wherein if the entry 
corresponding to the voice room name is found, 
then the voice bridge processor connects the at 20 
least one user to a voice conference corresponding 

to the voice room name over the communications 
network, the entry corresponding to the voice room 
name containing information required to connect 
the at least one user to the corresponding voice 25 
conference. 

10. The trusted agent of claim 9, wherein the voice 
bridge processor waits a preset time before con- 
necting the at least one user with the voice confer- 30 
ence corresponding to the voice room name to 
allow the at least one user to make available a tele- 
phone line conesponding to the telephone number 

of the at least one user. 

35 

1 1 . The trust agent of claim 8, wherein if the entry cor- 
responding the voice room name is not found, then 
the voice bridge processor initiates a voice confer- 
ence corresponding to the voice room name over 
the communications network, connects the at least 40 
one user to the voice conference and creates an 
entry in the memory device corresponding to the 
voice room name that includes information which 
identifies the corresponding voice conference. 

45 

12. The trusted agent of claim 11, wherein the voice 
bridge processor waits a preset time before con- 
necting the at least one user with the voice confer- 
ence corresponding to the voice room name to 
allow the at least one user to make available a tele- 50 
phone line conesponding to the telephone number 

of the at least one user. 

13. A method for providing anonymous voice communi- 
cation using telephones through a trust agent, com- 55 
prising: 

receiving information from at least one user 



through a network communications unit; and 
connecting the at least one user to a communi- 
cations network for the anonymous voice com- 
munication, wherein a voice bridge processor 
receives the information from the at least one 
user and connects the at least one user to the 
communications network 

14. The method of claim 13, wherein the receiving step 
comprises: 

communicating with the at least one user using 
the voice bridge processor through the network 
communications unit; and 
receiving from the at least one user a tele- 
phone number and an identification. 

15. The method of claim 14, wherein the identification 
is an identification of another user and identifies the 
another user as an anonymous voice communica- 
tion partner, the method further comprising: 

reading an identification of the at least one 
user; and 

searching in a memory device for an entry cor- 
responding to the another user that also identi- 
fies the identification of at least one user as an 
anonymous voice communication partner. 

16. The method of claim 15, further comprising: 

connecting the at least one user with the 
another user over the communications net- 
work, if the entry corresponding to the identifi- 
cation of the another user is found in the 
memory device, the voice bridge processor 
connecting the at least one user with the 
another user using the telephone number of 
the at least one user and a telephone number 
of the another user contained in the entry cor- 
responding to the identification of the another 
user. 

17. The method of claim 15, further comprising: 

creating an entry in the memory device corre- 
sponding to the at least one user, if the entry 
corresponding to the another user is not found 
in the memory device, the entry containing at 
least the telephone number of the at least one 
user, the identification of the at least one user 
and the identification of the another user. 

18. The method of claim 14, wherein the identification 
is a voice room name, the method further compris- 
ing: 

reading an identification of the at least one 
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user; and 

searching in a memory device for an entry cor- 
responding to the voice room name. 

1 9. The method of claim 1 8. further comprising: s 

connecting the at least one user with a voice 
conference corresponding to the voice room 
name over the communications network, if the 
entry corresponding to the voice room name is 10 
found in the memory device, the voice bridge 
processor connecting the at least one user with 
the voice conference corresponding to the 
voice room name using the telephone number 
of the at least one user and the information 15 
contained in the entry corresponding to the 
voice room name that identifies the voice con- 
ference. 

20. The method of claim 18, wherein if the entry cone- 20 
sponding to the voice room name is not found in the 
memory device, then the method further compris- 
ing: 

initiating a voice conference corresponding to 25 
the voice room name; and 
creating an entry in the memory device corre- 
sponding to the voice room name, the entry 
containing at least the information identifying 
the voice conference corresponding to the 30 
voice room name. 



40 



45 



55 



8 



EP0817457 A2 




9 



EP0817457A2 



CVJ 







UJUJO 






l>LU 

1 QCCJ 
ZUiO 
CD CO CC 
CL 




o 

«•—• 
OJ 


J 

r 




/ 


CO 

o 

OJ 






fHOUS 

BRIDGE 

FMFNT 

IT 


T 

OJ 








ANONl 
VOICE 

UN 










>- 
ac 

CD 












LU 












to 

S3 






ESS 
IORK 
[CATION 
IT 


OJ 
OJ 

/ 




OJ 




ACC 
NET! 
COMMUN] 
UN 






<=> 

OJ 



10 



EP0817457A2 




11 



EP 0 817 457 A2 



FIG. 4A 
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